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[bookmark: _Toc210134717]Addendum A: Security Questionnaire

	Section
	#
	Question/Ability to Provide
	Meet? (Y/N)
	Please provide necessary detail which distinguishes your solution for this requirement.

	Risk Assessment
	1
	Is there a risk assessment program that has been approved by management, communicated to appropriate constituents and an owner to maintain and review the program?
	 
	 

	Security Policy
	2
	Is there an information security policy that has been approved by management, communicated to appropriate constituents and an owner to maintain and review the policy?
	 
	 

	Security Policy
	3
	Have the policies been reviewed in the last 12 months?
	 
	 

	Organization Security
	4
	Is there an information security function responsible for security initiatives within the organization?
	 
	 

	Cyber Insurance
	5
	Do external 3rd parties have access to Scoped Systems and Data or processing facilities?
	 
	 

	Communications and Operations Management
	6
	Is there insurance coverage for business interruptions or general services interruption?
	 
	 

	Communications and Operations Management
	7
	Is there an operational change management / change control policy or program that has been approved by management
	 
	 

	Communications and Operations Management
	8
	Is there an  anti-virus / malware policy or program (workstations, servers, mobile devices) that has been approved by management.  Please provide the A/V tool used
	 
	 

	Communications and Operations Management
	9
	Are system backups of Scoped Systems and Data performed?  Are they encrypted?
	 
	 

	Communications and Operations Management
	10
	Is Scoped Data sent or received electronically or via physical media?
	 
	 

	Access Control
	11
	Are electronic systems used to transmit, process or store Scoped Systems and Data?
	 
	 

	Access Control
	12
	Are unique user IDs used for access?
	 
	 

	Access Control
	13
	Are passwords required to access systems transmitting, processing or storing Scoped Systems and Data?  Please provide Password requirements.
	 
	 

	Access Control
	14
	Is remote access permitted to the development or production environments?  If yes, is MFA required?
	 
	 

	Access Control
	15
	MFA Required for web portal access?
	 
	 

	Information Systems Acquisition Development & Maintenance
	16
	Is application development performed on systems supporting Conair Data?
	 
	 

	Information Systems Acquisition Development & Maintenance
	17
	Is there a formal Software Development Life Cycle (SDLC) process?
	 
	 

	Information Systems Acquisition Development & Maintenance
	18
	Is there a threat assessment and vulnerability management process to ensure all systems are properly patched?
	 
	 

	Information Systems Acquisition Development & Maintenance
	19
	Are vulnerability tests (internal/external) performed on all applications at least annually?
	 
	 

	Information Systems Acquisition Development & Maintenance
	20
	Are encryption tools managed and maintained for Scoped Data (both in transit and at rest)?
	 
	 

	Incident Event and Communications Management
	21
	Is there an Incident Management and Response Plan?
	 
	 

	Business Continuity and Disaster Recovery
	22
	Is there a documented policy for business continuity and disaster recovery that has been approved by management, communicated to appropriate constituents and an owner to maintain and review the policy?
	 
	 

	Business Continuity and Disaster Recovery
	23
	Are BC/DR tests conducted at least annually?
	 
	 

	Business Continuity and Disaster Recovery
	24
	Is there a Pandemic Plan?
	 
	 

	Compliance
	25
	Is there an internal audit, risk management or compliance department with responsibility for identifying and tracking resolution of outstanding regulatory issues?
	 
	 

	Privacy
	26
	Is there a dedicated person (or group) responsible for privacy compliance? If yes, describe. If no, explain reason.
	 
	 

	Privacy
	27
	Is there a formally documented privacy policy (or policies)? If yes, describe. If no, explain reason.
	 
	 

	Privacy
	28
	Is there formal privacy awareness training for employees, contractors, volunteers (and other parties, as appropriate)? If yes, provide frequency and scope. If no, explain reason.
	 
	 

	Privacy
	29
	Is personal information collected directly from individuals as a service to the client? If yes, describe the information collected.
	 
	 

	Privacy
	30
	Is personal information - provided by the client - shared with other third parties within the host country? If yes, describe.
	 
	 

	Privacy
	31
	Is personal information - provided by the client - shared with other third parties outside of the host country? If yes, list countries.
	 
	 

	Privacy
	32
	Is there a process to ensure that the personal information provided by an individual is limited for the purposes described in the organization's privacy notice? If yes, describe. If no, explain reason.
	 
	 

	Privacy
	33
	Are employees, contractors, volunteers (and other parties, as appropriate) regularly monitored for privacy compliance? If yes, describe. If no, explain reason.
	 
	 

	Privacy
	34
	Are third-party service providers regularly monitored for privacy compliance? If yes, describe. If no, explain reason.
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